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Who's talking?

Lars Getwan

Started monitoring
First computer Started working at

Commodore 64 Checkmk

Joined the game Studies Fell in love with Checkmk
At the Berufsakademie In a retail company
Stuttgart



Who's the audience?
Gym

‘ Who is using Ansible?

‘ Who is using a monitoring solution?

‘ Who is using Checkmk already?
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What is Checkmk?

A brief introduction.
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Checkmk - The Company

Checkmk
Conference

o o
. i‘ I'll Il
# Cust 4,300
‘ 150+ employees, privately held, debt free ustomers

‘ Based in Munich, Germany, and Atlanta, USA

‘ Focusing on IT monitoring for 15+ years

‘ Open-source enthusiasts
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Checkmk — The Product

Architecture Overview

Monitored Systems

Checkmk
Server

Agent SNMP API

Network

Server X Application
Device PP
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@ Sshow checkboxes ansuse

[agent] Success, [piggyback] Success (but no data found for this host), execution time 0.4 sec
Version: 2.2.0p19, OS: linux, Agent plugins: 0, Local checks: 0

Services: all up to date, Host labels: all up to date

15 min load: 0.00, 15 min load per core: 0.00 (1 cores)

Total CPU: 2.63%

Read: 0.00 B/s, Write: 1.94 kB/s, Latency: 4 milliseconds

Used: 8.04% - 3.30 GiB of 41.0 GiB (warn/crit at 82.68%/91.34% used), trend per 1 day O hours:
+614 B, trend per 1 day 0 hours: +<0.01%, Time left until disk full: 180630 years 10 days

Used: 0.71% - 146 KiB of 19.9 MiB (warn/crit at 50.00%/60.00% used), trend per 1 day O hours:
+0 B, trend per 1 day 0 hours: +0%

[ethO], (up), MAC: 52:54:00:B9:3D:F9, Speed: unknown, In: 27.3 B/s, Out: 0.00 B/s

2024 Errors 202
¢
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. o020e 0,505

0 —_— 0

0.20% A
0.4078

g 1.00/8

14:00 08:00 10:00 12:00 14:00 08:00

Lencth of output queue 2024-01-30@ 2

This is how a is monitored in

10:00

12:00

14:.00

19 rows

0.00 B/s / 889 KiB/s

8.04%

0.71%

219 bit/s { 0.00 bit/s

Overview A
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Built to address your needs o




Extensible open-source monitoring

Build your own integrations
with simple scripts extending agents
or by writing entire plug-ins yourself

Extend existing integrations
to accommodate own requirements

Majority of code base open source

Easily readable and modifiable Python code
Developer APIs for writing monitoring integrations
Built-in logic to handle customized code

Large partner ecosystem for customizations
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The Checkmk Community o

Where IT Monitoring experts meet

GitHub Integration exchange

>180 contributors 540+ packages

User forum ‘\‘ e ‘ e ‘/
>6,000 users

>10,000 daily visits

Translations
6 languages

L
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Automate your monitoring with the REST-AP|

Qs

Dowintimes

® Automates configuration and Create 8 host
OperatlonS e 4 derAuth ) OR (¥

@® Built on REST-API best-practice , —y :

Aheader specifying which type of content is in the req
required when sending encoded data in a POST,

j

s header should not be t

@® Provides auto-generated
documentation with _. i ‘

The path name of th

C Od e eX a m p | e S Path delimiters can be efther - ,

fo quoting/escaping need:

Show all b

Create  hos

Responses

I8 update
> 200 OK: The operation was done successfully.

B update the nodes

cluster host

> 400 Bad Request: Parameter or validation failure.

B Buik update h > 415 Unsuppor The submitted

POST
Request samples

Payload requests urllib nttpie

applicationjjson
esponse body. T

y. When the request bod:

_name”: “example.com"
‘attributes”: {

“ipaddress*: *192.168.0.123
e Most app! - }
Response samples

200

applicationfjson

“propertyl®: {
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*WORKING ON
A ONE-OFF
PROJECT*

I SHOULD PROBABLY
AUTOMATE THIS STER
IT WILL SAVE ME 6 MINS
NEXT TIME.

ARE YOU DONE

WITH AUTOMATION
YET? LAST FEW

BUGS.

@_workchronicles

https://i.redd.it/8cgqicqyl4q51.jpg

WHY DON'T YOU JUST
DO IT MANUALLY FOR

workchronicles.com
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I 0
You want to install your first ‘
Checkmk server, but the
chapter in the user's guide is
way to long. |



The Checkmk Ul is up and
running, but how to add dozens
of Linux servers?

T



The Checkmk Ansible Collection

Automate your monitoring.

®
“ m



Ansible Overview

Automation

Configuration

Orchestration

Management

Python based

Transport via
SSH/WinRM
or APIs
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Ansible Components

Playbook

Chop onions Add tomatoes Boil sauce
Tomato_sauce

Task

Playbook
Pasta

Boil water Add salt Add Pasta

Role My_favourite_lunch
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Ansible Plugins

Operating Systems

e Linux

e Windows
e UNIX

e Solaris

S

S

Hardware

Network
Storage
e PDU

&

Cloud & Hypervisor
e VMware
e Proxmox
o 0Virt
o AWS
e Azure

e GCP

Applications
e Netbox
e SAP
e MySQL
e Checkmk

i



Ansible Collections

-

Modular extensions to Ansible Core but
independently developed.

) Packaged for easy installation. Available on the
oC Galaxy or GitHub.

C

Think of it as a library.
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But why not using the REST API?

It's magic, but...

@® Needs more code,
@® Is hard to read and maintain,

® Provides no idempotency at all.

HOST_NAME="localhost"
PROTOCOL="https"

SITE NAME= “my_s ite"
USERNAME="automation"
PASSWORD="secret"

API URL="S$PROTOCOL://$HOST NAME/$SITE NAME/check mk/api/1.0"

out=$ (
curl \
--request POST \
--write-out "\nxxx-status code=%{http code}\n" \
--header "Authorization: Bearer SUSERNAME $PASSWORD" \
--header "Accept: application/json" \
--header "Content-Type: application/json" \
-—-data '{
"name": "my application servers",
"alias": "My Application Servers"
Pt
"$API URL/domain-types/host group config/collections/all")

resp=$( echo "S${out}" | grep -v "xxx-status code" )
code=$ ( echo "${out}" | awk -F"=" '/“xxx-status code/ {print $2}')

if [[ Scode -1t 400 ]]; then
echo "OK"

else
echo "Request error"

fi

21



Why use an Ansible Task instead? o

It's magic and...

@ Needs less code, - name: "Create a single host group."
checkmk.general.host group:
@ Is easiertoread, server url: "http://localhost/"
site: "my site"
® Provides idempotency. automation user: "automation"

automation secret: "secret"
name: "my application servers"
title: "My Application Servers"

state: "present"




Checkmk Ansible Collection Contents O

& o

Playbooks Roles Modules
® Examples and @® Server @® Interact with Checkmk
inspiration QO Initial installation REST API
® Demonstration of O  Site management ® Do specific actions in
collection features O  Site updates Checkmk, e.g.
QO  Supports all relevant Linux distros QO create folder
® Agent Q  retrieve list of
QO Initial installation hosts
QO  Registrations ® Fulllisting in the
QO  Supports all relevant Linux distros README

and Windows

23



Demo
Popcorn time.

®
.‘ m



Demo Environment
Inventory

@® Contains the hosts that you want to run
Ansible playbooks for.

@® Structures the hosts in groups.

[servers]
cmkserver

[agents]
cmkserver
ansibuntu
debsible
anstream
ansuse

cmk var folder path="/"

cmk var folder path="/test"
cmk var folder path="/foo"
cmk var folder path="foo/bar"
cmk var folder path="/bar"

25



Demo Environment
Playbook 1/4

- name: "Set up Checkmk Servers."
hosts: servers
tasks:
- name: "Install Checkmk Server."

® Include the role checkmk.general.server

® |Installs and configures a Checkmk server

based on a set of parameters. ansible.builtin.include role:
name: checkmk.general.server

26



Demo Environment
Playbook 2/4

® Call the module checkmk.general.folder.

@® Create folders for structuring the
monitored hosts.

- name: "Create folders."

checkmk.general.folder:
server url: "{{ cmk url }}"
site: "{{ checkmk site }}"
automation user: "{{ cmk user }}"
automation secret: "{{ cmk pass }}"
path: "{{ item.path }}"
name: "{{ item.name }}"
state: "present"

loop: "{{ checkmk folders }}"

delegate to: cmkserver

27



Demo Environment o
Playbook 3/4

- : "Create rules."
® Call the module checkmk.general.rules. Tames ereane S es

checkmk.general.rule:
. . . server url: "{{ cmk url }}"
® Create rules to define how particular items site: "{{ checkmk site }}"
should be monitored. automation user: "{{ cmk user }}"
automation secret: "{{ cmk pass }}"
ruleset: "{{ item.ruleset }}"
rule: "{{ item.rule }}"
state: "present"
loop: "{{ checkmk rules }}"

delegate to: cmkserver




Demo Environment
Playbook 4/4

- name: "Set up Checkmk Agents."
hosts: agents
tasks:
- name: "Install Checkmk Agent."

® Include the role checkmk.general.agent

@® Installs Checkmk agents on the monitored

hosts and adds them to the monitoring. ansible.builtin.include role:
name: checkmk.general.agent

29





https://docs.google.com/file/d/1IN89feV69A1BBIQ4M79G83O9RK1_lL73/preview

Checkmk User Interface
What did the demo create?

® http://192.168.124.60/cfamamtcamp/check_mk/



http://192.168.124.60/cfgmgmtcamp/check_mk/

The Code
May the feree source be with you.

®
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v @ plugins 5 v class CheckmkAPI:

"nvBase class to contact a Checkmk server"""
> @@ doc_fragments "

v @ lookup 29 > def __1init_ (self, module):
45 o self.state = ""
[ bakery.py a6
47 def _fetch(self, code_mapping, endpoint="", data=None, method="GET"):
0 folderpy v e ( pping p )
http_mapping = GENERIC_HTTP_CODES.copy()
D folders.py 49 http_mapping.update(code_mapping)
() host.py 51 4 retry if timed out and each time doubl timeout value
[ hosts.py num_of_retries = 3
53 timeout = 10
(3 rule.py 54 for 1 in range(num_of_retries):
response, info = fetch uri(
[ rules.py .
e module=self.module,
[ ruleset.py 57 url="%s/%s" % (self.url, endpoint),
data=self.module.jsonify(data),
[ rulesets.py 59 headers=self.headers,
[ version.py method=nethod,
61 use_proxy=None,
v @ module_utils 62 timeout=timeout,
63 )
O _init_.py :
I[ D api.py ] 65 http_code = info["status"]
(3 lookup_api.py 67 1f http.code b= -1:
O types.py i
O utils.py 70 tineout = 2
: 71
[ version.py ’
v @ modules 73 changed,
74 failed,
B _nit_py 75 nttp_readable,
[ activation.py 76 ) = http_mapping.get(http_code, (False, True, "Error calling API"))
# Better translate to json later the original response here
[ bakery.py 78 content = response.read() if response else ""
79 msg = "%s - ¥s" % (str(http_code), http_readable)
contact_group.|
0 -group-py 8 if failed:
[ discovery.py 1 details = info.get("body", info.get("msg", "N/A"))
82 msg += " Details: %s" % details
[ downtime.py o5
DO folderpy 84 result = RESULT(
5 http_code=http_code,
[ hostpy msg=msg,
D) host_group.py 7 content=content, class
88 etag=info.get("etag", ""),
D password.py 89 failed=failed, Handles communication with the REST API
90 changed=changed,
[ rule.py 81 )
[ service_group.py
03 if failed:
[ tag_group.py 94 self.module.fail json(**result_as dict(result))
return result
[ timeperiod.py




- 16 > DOCUMENTATION = r"""
7 -
O _init_py 72

73 > EXAMPLES = r"""

v @ modules

[ activation.py o
[ bakery.py
> RETURN = rvwe

[ contact_group.py o i

143

d |

[ discovery.py B
[ downtime.py g

e traceback
[ folder.py -
[ host.py # https://docs.ansible.com/ansible/latest/dev_guide/testing/sanity/import.html

from ansible.module utils.basic import Ans

leModule, missing required_lib

(3 host_group.py from ansible.module_utils.common.dict_transformations import dict_merge
D assword 151 from ansible_collections.checkmk.general.plugins.module_utils.api import CheckmkAPI
P Py from ansible_collections.checkmk.general.plugins.module_utils.types import RESULT
B Yl“e.py from ansible_collections.checkmk.general.plugins.module utils.utils imp: (
result_as_dict,
[ service_group.py )
D tag_group.py from ansible_collections.checkmk.general.plugins.module utils.version import (
o7 CheckmkVer .
[ timeperiod.py 15 )
user, .
D Py 166 PYTHON_VERSION = 3
_init_.py HAS_PATHLIB2 LIBRARY = True
PATHLIB2_LIBRARY_IMPORT_ERROR = None
roles
scripts 164 ir sys.version[@] == "3":
165 from pathlib import Path
tests alias
—— 167 PYTHON_VERSION = 2
.ansible-lint ;
ry:
.gitattributes 169 from pathlib2 import Path
. 17 except ImportError:
.gltlgnore HAS_PATHLIB2_LIBRARY = False
.yamlllnt PATHLIB2_LIBRARY_IMPORT_ERROR = traceback.format_exc()

CHANGELOG.rst

CODEOWNERS =
CODE_OF_CONDUCT.md
COMMUNITY.md

ailed, "Message")

worog ’ Module (1/3)

200: (False, False, “Folder found, nothing changed"),

CONTRIBUTING.md

DDDDDDGDDDDDDD'BID

LICENSE 404: (False, False, "Folder not found"), Documentation, imports and helper classes
Makefile }
README.md create = {200: (True, False, "Folder created")}
edit = {200: (True, False, "Folder modified")}
SECURITY.md 191 delete = {204: (True, False, "Folder deleted")}
SUPPORT.md 192



vie

()

ODooDoDoDoRER

ODDOD DD

0 0D 00O

b
B
b
D
D
[ downtime.py
(b
b
B
D
B
b

modules
_init__.py
activation.py
bakery.py
contact_group.py

discovery.py

folder.py

host.py
host_group.py
password.py
rule.py
service_group.py

tag_group.py

0O
[ timeperiod.py
B

user.py
_init_.py

roles

scripts

tests

.ansible-lint

.gitattributes

.gitignore

-yamllint

CHANGELOG.rst

CODEOWNERS

CODE_OF_CONDUCT.md

COMMUNITY.md

CONTRIBUTING.md

LICENSE

Makefile

README.md

SECURITY.md

SUPPORT.md

v

def run_module():

e available arguments/parameters a user can
module_args = dict(
server_url=dict(type="str", required=True),
site=dict(type="str", required=True),
validate_certs=dict(type="bool", required=Fals

pass to the module

e, default=True),

automation_user=dict(type="str", required=True),

automation_secret=dict(type="str", required=Tr
path=dict(type="str", required=True),
name=dict (

type="str",

required=False,

aliases=["title"],
).
attributes=dict(type="raw", required=False),
remove_attributes=dict (type="raw", required=Fa
update_attributes=dict(type="raw", required=Fa

state=dict(

ue, no_log=True),

1se),

1se),

type="str", required=False, default="present", choices=["present",

)

module = AnsibleModule(argument_spec=module_args,

exit_1if_missing_pathlib(module)

# Create an API objec at co

ns the current a

current_folder = FolderAPI(module)

result = RESULT(
http_code=9,
msg="No changes needed.",
content="",
etag="",
failed=False,
changed=Fals

desired_state = current_folder.params.get("state")
if current_folder.state == "present":

result = result._re|

lace(

supports_check_mode=True)

nd desired s

msg="Folder already exists with the desired parameters."

)
if desired_state == "absent":
telete()

elif current_folder.needs_update():

result = current_folder

result = current_folder.edit()

elir current_frolder.state == "absent™:

result = result._replace(msg="Folder already absent.")

if desired_state in ("present"):

result = current_folder.create()

module.ex1it_json(**result_as_dict(result))

"absent"]

run_module function called by Ansible

Module (2/3)



v B8 modules = 199 v class FolderAPI(CheckmkAPT):

0 v def __init__(self, module)
M _init_py 201 super()._ init_ (module)
0
1 X
O activation.py 03 self.desired = {}

[ bakery.py
205 (self.desired["parent™], self.desired["name"]) = self. normalize_path(

[ contact_group.py 0 self.params.get("path")
2 )

self.desired["title"] = self.params.get("title”, self.desired["name"])
[ downtime.py 209

[ discovery.py

for key in FOLDER:

folder,

3 foldesey if self.params.get(key):

[ host.py self.desired[key] = self.params.get(key)

O host_group.py 4 Get the current folder from the API and set some parameters

[ password.py 215 self._get_current()

self._changed_items = self._detect_changes()

[ rule.py 217
[ service_group.py ‘

self. verify compatibility()

D tag_group.py > def _verify compatibility(self):
50 an self.module.warn(msg)
[ timeperiod.py =
[ userpy 252 ) def _normalize_path(self, path):
s 25¢ oo return str(p.parent).lower(), p.name
[ _init_.py 257
€ def _urlize_path(self, path):
> [ roles 259 return path.replace("/", "~").replace("~~", "~")
> W@ scripts 268
. 261 ) def _build_default endpoint(self):
> tests
6! L] )
[ .ansible-lint
def _detect_changes(selr):
[3 .gitattributes 295 =) return changes
O gitignore > def _get_current(self):
O .yamllint oo self.state = "absent"
[0 CHANGELOG.rst > def _check_output(self, mode):
[ CODEOWNERS e )
[% CODE_OF_CONDUCT.md 332 def ate(self):
[3 COMMUNITY.md : return len(self._changed_items) > 0
CONTRIBUTING.md 135 > def create(selr):
0 i | esbneemitt Module (3/3)
[ LICENSE 54 q
I e FolderAPI class defines how to create/update/delete a folder
1 Makefile T :
@ )
[ README.md 4
5 def delete(self):

SECURITY.md

return result

D o
8

SUPPORT.md 386



def _detect_changes(self):
current_attributes = self.current.get("attributes”, {})
desired_attributes = self.desired.copy()
changes = []

if desired_attributes.get("update_attributes"):
merged_attributes = dict_merge(
current_attributes, desired_attributes.get("update_attributes")

if merged_attributes != current_attributes:
desired_attributes["update_attributes"] = merged_attributes
changes.append("update attributes")

if desired_attributes.get(
"attributes"

) and current_attributes != desired_attributes.get("attributes"):
changes.append("attributes")

if self.current.get("title") != desired_attributes.get("title"):
changes.append("title")

if desired_attributes.get("remove_attributes"):
for a in desired_attributes.get("remove_attributes"):
if current_attributes.get(a): Module Challenges (1/2)
changes.append("remove attributes") Detect the differences between desired and current parameters

break

return changes



def _verify_compatibility(self):

# Check if parameters are compatible with CMK version

if (
sum(
[
1
for el in ["attributes", "remove_attributes”, "update_attributes"]
if self.module.params.get(el)
]
>3
):

ver = self.getversion()

msg = (
"As of Check MK v2.2.0p7 and v2.3.0b1, simultaneous use of"

" attributes, remove_attributes, and update_attributes is no longer supported."

if ver >= CheckmkVersion("2.2.0p7"):
result = RESULT(
http_code=0,
msg=msg,
content="",
etag="",
failed=True,
changed=False,
)
self.module.exit_json(**result_as_dict(result))
else:
self.module.warn(msg)

Module Challenges (2/2)

REST API behavior sometimes depends on the Checkmk version




Our Community
With a Hte [ot of help from our friends.
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Statistics
Because nerds love stats.

48+ 23+ 86+ 3800+

Releases Contributors GitHub Stars Commits




Our Intention
Why did we start this community project?

@ Collect & Unify

@ Simplify

er Save time

41



To boldly go...

What is our vision for this community project?

@ Empowerment

Coverage

@ Guidance

42



The pioneers

@ diademiemi

darrindg91

ogaida
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The pioneers

janpetto
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Please do try this at home! “
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Resources
What's where?

® Ansible Collection Repository:

https://checkmk.io/collection-repo

® Ansible Galaxy:
https://checkmk.io/ansible-galaxy

® Forum:
https://checkmk.io/forum-ansible
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https://checkmk.io/collection-repo
https://checkmk.io/ansible-galaxy
https://checkmk.io/forum-ansible

Thank youl!

Vielen Dank!

0 checkmk

Checkmk GmbH
KellerstraBBe 27
81667 Minchen
Germany

Web — checkmk.com
E-Mail — lars.getwan@checkmk.com



